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DETAILED ACTION 

Claim Rejections - 35 USC § 103 

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 1 03(a). 

3. Claims 4-6, 8, 11-14, 16, 20 and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Urita (US 6,466,777) in view of Rocha (US 6,295,446) and further in 
view of Korowajczuk (US 5,765,107). 

Regarding claim 1 , Urita teaches a method in a base station of detecting cloned 
communication units (see Abstract and fig.1 clone terminal 111), the method 
comprising: receiving, responsive to a message, a first response message and a 
second response message (see Abstract and column 2, lines 20-34), determining 
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whether a first identification field corresponding to the first response message is 
equivalent to a second identification field corresponding to the second response 
message (see Abstract and column 2, lines 31-34, Urita's "telephone number" reads on 
applicant's "identification field"), when the first identification field is equivalent to the 
second identification field (see Abstract and column 2, lines 31-34, Urita's "telephone 
number" reads on applicant's "identification field"). 

Urita does not specifically disclose assessing whether one of a first message 
content and a first message property corresponding to the first response message is not 
correlated, respectively, with one of a second message content and a second message 
property corresponding to the second response message, and when the one of the first 
message content and the first message property is not correlated, respectively, with the 
one of the second message content and the second message property, deciding that 
one of the first response message and the second response message corresponds to a 
cloned communication unit. 

Rocha teaches assessing whether one of a first message content (see Abstract 
and cloned mobile station 61 ) and a first message property corresponding to the first 
response message is not correlated (column 2, lines 27-59, see "mismatch"), 
respectively, with one of a second message content and a second message property 
corresponding to the second response message (also see column 2, lines 27-59), and 
when the one of the first message content and the first message property is not 
correlated (column 2, lines 27-59, see "mismatch"), respectively, with the one of the 
second message content and the second message property, deciding that one of the 



Application/Control Number: 10/820,655 Page 4 

Art Unit: 2686 

first response message and the second response message corresponds to a cloned 
communication unit (column 2, lines 27-59, see "indicates fraudulent cloning of a MS"). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Rocha into the system of Urita in 
order to provide a method an apparatus of defeating fraudulent cellular telephone 
operations which make use of stolen PINs (see Rocha, column 2, lines 3-6). 

The combination of Urita and Rocha does not specifically disclose a page 
message. 

Korowajczuk teaches a page message (fig. 1 , see "cellular cloned phone 18" and 
Abstract, column 2, lines 35-46, see "paging signal"). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Korowajczuk into the system of 
Urita and Rocha in order to detect and identify a fraudulent cellular phone without any 
additional equipment, database or intensive computations (see Korowajczuk, column 2, 
lines 29-32). 

Regarding claim 2, the combination of Urita and Rocha teaches claim 1 . The 
combination of Urita and Rocha does not specifically disclose the assessing whether 
the first message content is not correlated with the second message content further 
comprises assessing whether first environmental information is not correlated with 
second environmental information, the first and second environmental information 
corresponding to an environment of a first and second communication unit that is, 
respectively the source of the first and the second response message. 
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Korowajczuk teaches the assessing whether the first message content is not 
correlated with the second message content further comprises assessing whether first 
environmental information is not correlated with second environmental information (see 
column 3, lines 57-65), the first and second environmental information corresponding to 
an environment of a first and second communication unit that is, respectively the source 
of the first and the second response message (column 6, lines 23-28). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Korowajczuk into the system of 
Urita and Rocha in order to detect and identify a fraudulent cellular phone without any 
additional equipment, database or intensive computations (see Korowajczuk, column 2, 
lines 29-32). 

Regarding claim 3, the combination of Urita and Rocha teaches claim 1 . The 
combination of Urita and Rocha does not specifically disclose the first and the second 
environmental information corresponds to one of a radio environment and a location for, 
respectively, the first and the second communication unit. 

Korowajczuk teaches the first and the second environmental information 
corresponds to one of a radio environment and a location for, respectively, the first and 
the second communication unit (Abstract, see "location" and column 3, lines 57-65 and 
column 6, lines 23-28). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Korowajczuk into the system of 
Urita and Rocha in order to detect and identify a fraudulent cellular phone without any 
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additional equipment, database or intensive computations (see Korowajczuk, column 2, 
lines 29-32). 

Regarding claim 4, the combination of Urita and Rocha teaches claim 1 . The 
combination of Urita and Rocha does not specifically disclose the radio environment 
corresponds to one of signals available and strength of available signals for, 
respectively, the first and the second communication unit. 

Korowajczuk teaches the radio environment corresponds to one of signals 
available and strength of available signals for, respectively, the first and the second 
communication unit (see column 3, lines 57-65 and column 6, lines 23-28). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Korowajczuk into the system of 
Urita and Rocha in order to detect and identify a fraudulent cellular phone without any 
additional equipment, database or intensive computations (see Korowajczuk, column 2, 
lines 29-32). 

Regarding claim 6, Urita as modified by Korowajczuk teaches claim 1. Urita as 
modified by Korowajczuk does not specifically disclose the assessing whether the first 
message property is not correlated with the second message property further comprises 
assessing whether a first arrival time of the first response message is not correlated 
with a second arrival time of the second response message. 

Rocha teaches the assessing whether the first message property is not 
correlated with the second message property further comprises assessing whether a 
first arrival time of the first response message is not correlated with a second arrival 
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time of the second response message (column 2, lines 27-59, see "indicates fraudulent 
cloning of a MS"). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Rocha into the system of Urita 
and Korowajczuk in order to provide a method an apparatus of defeating fraudulent 
cellular telephone operations which make use of stolen PINs (see Rocha, column 2, 
lines 3-6). 

Regarding claim 8, the combination of Urita and Rocha teaches claim 1 . The 
combination of Urita and Rocha does not specifically disclose sending the page 
message, the page message requiring message content in any response message. 

Korowajczuk teaches sending the page message, the page message requiring 
message content in any response message (fig.1 , see "cellular cloned phone 18" and 
Abstract, column 2, lines 35-46, see "paging signal"). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Korowajczuk into the system of 
Urita and Rocha in order to detect and identify a fraudulent cellular phone without any 
additional equipment, database or intensive computations (see Korowajczuk, column 2, 
lines 29-32). 

Regarding claim 11, claim 11 is rejected with similar reason as set forth in claim 

1 above. 

Regarding claim 12, claim 12 is rejected with similar reason as set forth in claim 

2 above. 
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Regarding claim 13, claim 13 is rejected with similar reason as set forth in claim 

3 above. 

Regarding claim 14, claim 14 is rejected with similar reason as set forth in claim 

4 above. 

Regarding claim 16, claim 16 is rejected with similar reason as set forth in claim 
6 above. 

Regarding claim 20, claim 20 is rejected with similar reason as set forth in claim 
1 above. 

Regarding claim 21 , Urita as modified by Korowajczuk teaches claim 1 . Urita as 
modified by Korowajczuk does not specifically disclose the first identification field 
comprises one of an electronic serial number, mobile identification number, and 
message sequence number and the first environmental report comprises information 
corresponding to other radio signals that are available. 

Rocha teaches the first identification field comprises one of an electronic serial 
number, mobile identification number, and message sequence number and the first 
environmental report comprises information corresponding to other radio signals that 
are available (see column 5, lines 9-13). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Rocha into the system of Urita 
and Korowajczuk in order to provide a method an apparatus of defeating fraudulent 
cellular telephone operations which make use of stolen PINs (see Rocha, column 2, 
lines 3-6), 
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4. Claims 5 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Urita (US 6,466,777) in view of Rocha (US 6,295,446) and further in view of 
Korowajczuk (US 5,765,107) and McKenna et al (US 6,594,498). 

Regarding claim 5, the combination of Urita, Rocha and Korowajczuk teaches 
claim 3. The combination of Urita, Rocha and Korowajczuk does not specifically 
disclose the radio environment further comprises a radio environment report according 
to a code division multiple access system. 

McKenna teaches the radio environment further comprises a radio environment 
report according to a code division multiple access system (see column 17, lines 60-63 
and column 18, lines 50-63). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of McKenna into the system of 
Urita, Rocha and Korowajczuk in order to provide subscribers with access to a plurality 
of broadcast and narrowcast based services (see McKenna, column 1, lines 7-10). 

Regarding claim 15, claim 15 is rejected with similar reason as set forth in claim 
5 above. 

5. Claims 9 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Urita (US 6,466,777) in view of Rocha (US 6,295,446) and further in view of 
Korowajczuk (US 5,765,107) and Pirila (US 6,377,791). 
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Regarding claim 9, the combination of Urita, Rocha and Korowajczuk teaches 
claim 3. The combination of Urita, Rocha and Korowajczuk does not specifically 
disclose responsive to deciding that one of the first response message and the second 
response message corresponds to the cloned communication unit, the method further 
comprises denying service to any communication unit corresponding to the first 
identification field. 

Pirila teaches responsive to deciding that one of the first response message and 
the second response message corresponds to the cloned communication unit, the 
method further comprises denying service to any communication unit corresponding to 
the first identification field (see column 1, lines 32-38). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Pirila into the system of Urita, 
Rocha and Korowajczuk in order to prevent unauthorized access to the service. 

Regarding claim 18, claim 18 is rejected with similar reason as set forth in claim 
9 above. 

6. Claims 10 and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Urita (US 6,466,777) in view of Rocha (US 6,295,446) and Korowajczuk (US 
5,765,107) and further in view of Pirila (US 6,377,791 ) and Sladek et al (US 6,718,178). 

Regarding claim 10, the combination of Urita, Rocha, Korowajczuk and Pirila . 
teaches the denying service (see Pirila, column 1 , lines 32-38). The combination of 
Urita, Rocha, Korowajczuk and Pirila does not specifically disclose the denying service 
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further comprises sending a text message to the any communication unit corresponding 
to the first identification field. 

Sladek teaches the denying service further comprises sending a text message to 
the any communication unit corresponding to the first identification field (see column 7, 
lines 33-38). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Sladek into the system of Urita, 
Rocha, Korowajczuk and Pirila in order to notify the unauthorized user in advance. 

Regarding claim 19, claim 19 is rejected with similar reason as set forth in claim 
1 0 above. 

Allowable Subject Matter 

7. Claims 7, 17 and 22 are objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 

Regarding claims 7 and 17, the combination of Urita, Rocha and Korowajczuk 
teaches the first and the second arrival time (see Rocha, fig.2A and fig.2B, see "Date" 
"Time" and "Duration"). 

The combination of Urita, Rocha and Korowajczuk fails to teach the first and the 
second arrival time are compared to provide a relative arrival time and when the relative 
arrival time satisfies a threshold determining that the first message property is not 
correlated with the second message property. 
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Regarding claim 22, the combination of Urita, Rocha and Korowajczuk teaches 
the first and the second arrival time (see Rocha, fig.2A and fig.2B, see "Date" "Time" 
and "Duration"). 

The combination of Urita, Rocha and Korowajczuk fails to teach the processor, 
prior to the deciding, is further operable to assess whether a relative arrival time 
corresponding to the first response message and the second response message 
satisfies a threshold. 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Amin (US 5,953,652) teaches detection of fraudulently registered mobile 
phones. 

b. Gerth (US 6,370,373) teaches system and method for detecting cloning fraud 
in cellular/pcs communications. 

c. Schorman (US 5,467,382) teaches method and apparatus for clone detection 
in a communication system. 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nghi H. Ly whose telephone number is (571 ) 272-791 1 . 
The examiner can normally be reached on 8:30 am-5:30 pm Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Marsha Banks-Harold can be reached on (571) 272-7905. The fax phone 
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number for the organization where this application or proceeding is assigned is 703- 



872-9306. 



Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Nghi H. Ly 
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